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o PURESTORAGE’ Introduction

Overview

Chapter 1. Introduction

Overview

The Microsoft® System Center is a suite of products that can be leveraged to monitor health, capacity,
and usage to diagnose and troubleshoot issues across applications, workloads, and infrastructure
before these result in costly downtime or slow performance.

This suite is widely used by large enterprise customers in various capacities. A component of this
suite is System Center Operations Manager (SCOM), which provides IT monitoring and access to rich
analytics and insights as well as alerting and notifications.

SCOM uses vendor-supplied management packs to talk to infrastructure components from various
manufacturers. These management packs integrate manufacturer-specific APls and product logic.

SCOM works naturally with other components of the System Center suite, such as SCVMM, SCO, and
SCCM, to offer a complete solution to deploy, monitor and manage the whole infrastructure

Installing the management pack involves installing the Pure Storage® FlashArray solution and then
configuring a Pure Storage FlashArray endpoint for each FlashArray to be monitored. Once the Pure
Storage FlashArray endpoints are configured, FlashArray object data and alert information is collected.

After the data has been pulled into SCOM, the information can be used to analyze capacity and
performance statistics, determine the health of the array objects, determine any risks, forecast growth,
generate custom workloads, analyze alerts, and monitor FlashArrays' volumes, hosts, and host groups.

About This Guide

This document provides an overview of the features available in the Pure Storage FlashArray
Management Pack.

Audience

This document is intended for administrators who use SCOM with virtual machines hosted on Pure
Storage FlashArrays.

Limitation

In this release, the management pack does not provide support for FlashBlade arrays.
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Limitation
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o PURESTORAGE’ Before You Begin

Verify the System Requirements

Chapter 2. Before You Begin

Before you install and configure the Pure Storage® FlashArray Management Pack for the Microsoft
System Center Operations Manager (SCOM), review the release notes, verify that your system
meets the minimum requirements, and verify that you have the appropriate privileges to perform the
installation.

Verify the System Requirements
[0 Verify the Microsoft System Center Operations Manager version.
SCOM 2012R2 or 2016 is required.

For more information about SCOM, refer to the Microsoft System Center Operations Manager
website. Refer to Microsoft documentation for server size and other requirements.

[0 Verify the Purity version installed on your FlashArray.
Purity 4.7.0 or later version is required.

Determine the Purity version through the Purity GUI (System > Configuration > Array) or Purity
CLl (purearray |ist command.)

For more information, refer to the Purity 4.x or 5.x FlashArray User Guide in Pure1 Knowledge at
http://support.purestorage.com [http://support.purestorage.com].

Verify the Administrator Privileges

SCOM Credentials

You must have the following credentials to install and configure the management pack:

[0 On SCOM, verify that you have virtual infrastructure administrator privileges. These credentials
are required to install and configure the management pack on the SCOM server.
You must have SCOM administrator privileges to view FlashArray information in the SCOM
pages.

FlashArray Credentials

[0 On each Pure Storage FlashArray, verify that you have a Purity account with at least Storage
Administrator privileges.

The Purity account can be either a local FlashArray administrator such as pur euser or a
Purity administrator enabled through a directory service such as Microsoft Active Directory or
OpenLDAP.

Note about read-only FlashArray administrators: a read-only FlashArray administrator can
successfully display data from the array in SCOM. However, a read-only administrator is not able
to modify alerts on the array for alerts that are modified in SCOM.
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Verify the Administrator Privileges
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o PURESTORAGE’ Installation

Installing the Pure Storage FlashArray Solution

Chapter 3. Installation

Installing the Pure Storage FlashArray Solution

Install the Pure Storage® FlashArray solution by adding the Pure Storage FlashArray Management
Pack to your SCOM server.

These steps require that the Pure Storage Management Pack installer file,
Pur eSt or ageFl ashArray. isi , is either on your local machine or accessible from your local
machine. Download the installer from one of the following locations:

*  Pure1 Support Microsoft Platform Guide System Center Suite [https://support.purestorage.com/
Solutions/Microsoft_Platform_Guide/System_Center_Suite]

*  Pure Storage Connect on GitHub [https://github.com/PureStorage-Connect]

Important: If the Management Group contains multiple SCOM servers, you must run the MSI installer
separately on each Management Server.

To install the Pure Storage Management Pack on a SCOM server:

1. If you are using a freshly-deployed SCOM server, under Administration, change the security
settings to deselect Reject new manual agent installations.

2. Credentials with virtual infrastructure administrator privileges are required to install and configure
the management pack on the SCOM server.

3. Double-click on the Pur eSt or ageFl ashArray. nsi file. The Management Pack Setup Wizard
welcome screen opens.

#3  Pure Storage FlashArray Management Pack Setup | - | o -

Welcome to the Pure Storage FlashArray
Management Pack Setup Wizard

The Setup Wizard will install Pure Storage FlashArray
Management Pack on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back Mext Cancel
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o PURESTORAGE’ Installation

Installing the Pure Storage FlashArray Solution

Click Next.

4. Read the End-User License Agreement in its entirety.
3 Pure Storage FlashArray Management Pack Setup | - | o -

End-User License Agreement
Please read the following license agreement carefully

>

END USER LICENSE AGREEMENT
Pure Storage Plugin / Adaptor / Provider / SDK / Tool / Management Pack (v09
2017)

INMPORTANT: Please read this End User Agreement (“Agreement”) before instalh
using a Pure Storage Plugin, Adaptor, Provider, SDK, or Management Pack (“Prod
This Agreement applies to the Product that you or the entity that vou represent (“End U
obtained either directly from Pure Storage. Inc. (“Pure™) or from an authorized Pure re
or partner. By mstalling or using the Product, you represent and warrant that you hay
autherity to bind End User and agree that End User is bound by this Agreement with Pure

1. Software License. v

I accept the terms in the License Agreement

Print ‘ ‘ Back “ Next ‘ ‘ Cancel

If you accept the terms of the license agreement, click the | accept check box and click Next.
If you do not accept the terms of the license agreement, click Cancel to exit the installer.

Note: The version and date shown in your installer will be different.

5. In the Destination Folder screen, click Next to accept the default installation location (C:
\ Program Fi | es\ Pure Storage\ SCOM Fl ashArray Managenent Pack) or click
Change to choose a different location.
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o PURESTORAGE’ Installation

Installing the Pure Storage FlashArray Solution

Destination Folder
Click Next to install to the default folder or click Change to choose another.

Install Pure Storage FlashArray Management Pack to:

IC:‘\Program Files\Pure Storage\SCOM FlashArray Management Pack),

gack || Net | [ concel

Ready to install Pure Storage FlashArray Management Pack

Click Install to begin the installation. Click Back to review or change any of your installation

settings. Click Cancel to exit the wizard.

Click Back to review or change the installation location, or click Install to continue with the
installation.

7. The Installing screen shows the progress of the installation.
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o PURESTORAGE’ Installation

Installing the Pure Storage FlashArray Solution

f3  Pure Storage FlashArray Management Pack Setup | - 1':' ‘ X ‘

Installing Pure Storage FlashArray Management Pack

Please wait while the Setup Wizard installs Pure Storage FlashArray Management Pack.

Status: Remaoving backup files

Wait until the Next button is enabled, then click Next.

8. Inthe Completed screen, click Finish.

i3 Pure Storage FlashArray Management Pack Setup | -4 -

Completed the Pure Storage FlashArray
Management Pack Setup Wizard

Click the Finish button to exit the Setup Wizard.

. Enish

9. To confirm that the solution has been successfully installed, open the SCOM console to
Administration > Management Packs. Verify that the Pure Storage FlashArray Management
Pack appears in the list of management packs.
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Installation

o PURESTORAGE® Uninstalling or Reinstalling the Pure Storage FlashArray

Solution
Installed Management Packs - TM-SCOM12-1 - Operations Manager
File Edit View Go Tasks Tools Help
. seacnv o P8 0 .
Administration < Installed Management Packs (104)
4 5 Administration ~ | 4 Lookfor: Find Now Clear
%, Connected Management Groups =
|8 Bt s ‘ Name Version Sealed
i Agent Managed 1 Operations Manager Application Monitoring Library 73131420  Yes
[+ Agentless Managed 4 Operations Manager Internal Library 7.3.131420 Yes
il Management Servers i, overridemp 1.0.0.0
& pending Management & Performance Library 7.0.84386 Yes
3 uNX/Linw: Computers 7 Process Monitoring Library 7.3.131420  Yes
“ 3'9 Management Packs | 4 Pure Storage FlashArray : 1.0.0.365 Yes
;‘Tr‘::”;‘;’:‘azza;j;::‘;fk‘ = FASNMP Library 7084386  Yes
| Updates and Recommendations ¥4 Summary Dashboard 7.3.131420  Yes
4+ [ Network Management 4 Synthetic Transactions Library 7.3.131420  Yes
1% Discovery Rules 4 System Administration Item Library 7.5.8501.0 Yes
2 Network Devices 4 System Application Log Library 7.0.84386 Yes
¥ Network Devices Pending Management 4 System Center Core Library 7.0.84386 Yes
4 - Notifications i System Center Core Monitoring 7.3.131420  Yes
|z Channels 1 System Center Core Monitoring Agent Management 7.3.131420  Yes
ﬁ;l Subscribers 14 System Center Core Monitoring Reports 73131420 Yes
=l SUbSC_"‘Pt‘O“S 4 System Center Core Monitoring Views 73131420  Yes
4 #® Operations Management Suite S5 Sustem Center Nata Warehniise Dlan Race library TRARAIN Ves

10. If the Management Group contains multiple SCOM servers, repeat the installation on each
Management Server.

Uninstalling or Reinstalling the Pure Storage FlashArray Solution

To uninstall or reinstall the Management Pack:

1. In the Start menu search bar, type Apps. Under the Settings section, select Apps & Feat ures,
and scroll down to Pure Storage FlashArray Management Pack.
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Installation

o PURESTORAGE® Uninstalling or Reinstalling the Pure Storage FlashArray

Solution

Change, repair, or remove installation
Select the operation you wish to perform.

Change ‘

Pure Storage FlashArray Management Pack has no independently selectable
features.

Repair |

Repairs errors in the most recent installation by fixing missing and corrupt files,
shortcuts, and registry entries.

Remaove |

Removes Pure Storage FlashArray Management Pack from your computer.

2. To uninstall, click Remove. To reinstall, click Repair.
Follow the steps in the Setup wizard.
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o PURESTORAGE Adding your Pure Storage FlashArray Endpoints

Chapter 4. Configuration

This chapter cover required configuration steps.

1. Adding your Pure Storage FlashArray Endpoints

2. Configuring your SCOM Run As Credentials and Profiles

Adding your Pure Storage FlashArray Endpoints

Configure a Pure Storage® FlashArray endpoint for each FlashArray you want to monitor in SCOM.

These steps require that you provide a Purity administrator username and password for each
FlashArray endpoint.

Important: For the first endpoint, create a new management pack. Do not select an existing
management pack from the dropdown menu.

To add and/or configure a Pure Storage FlashArray adapter instance in SCOM:
1. Log in to the SCOM Authoring console with Administrator credentials.

2. In the left pane, select Authoring > Management Pack Templates. Right-click and select Add
Monitoring Wizard....

3. Either right-click Management Pack Templates and select Add Monitoring Wizard..., or in the
right pane, select Add Monitoring Wizard....
In the Add Monitoring Wizard Monitoring Type screen, select Pure Storage Array Discovery.

Lg

ﬁ Select Monitoring Type

Menitoring Type
G | Properti
e = Select the monitoring type

Endpoint Details
NET Application Peformance Monitoring
OLE DB Data Source
Process Monitoring
Pure Storage Amay Discovery
TCP Port

Click Next.

4. In the General Properties screen, enter a name and description that will be meaningful to SCOM
administrators.

Note: The object name you specify here will be displayed in the Authoring > Management Pack

Templates > Pure Storage Array Discovery screen. The Monitoring screens display the actual
FlashArray names (as defined on the FlashArrays).
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Adding your Pure Storage FlashArray Endpoints

5.

In the General Properties screen Management pack menu section, for the first endpoint only,
create a management pack override that you will use for all FlashArray endpoints.

For the first endpoint only:
a. In the Management pack menu section, click the New... button.
b. Skip the ID field. The wizard supplies this value.

c. Inthe Name field, enter a name that is meaningful to SCOM administrators. For example:
"PureStorageFlashArray_override".

d. In the version field, leave the value 1. 0. 0. 0.

e. Inthe description field, enter a description that is meaningful to SCOM administrators. For
example: "Management pack override for Pure Storage FlashArray endpoints".

Click Next.

f. In the Knowledge tab, click Create.
You return to the Add Monitoring Wizard.

For any subsequent endpoints:

a. in the Management pack menu, select the override management pack that you created for
the first endpoint, such as PureStorageFlashArray_override.

L g

H Select Monitoring Type

Momitoring Type

General Properties
Enter a friendly name and description

Endpoint Details
MName:
Pure Storage Flash Amay_ovemde

Diescription:
Management pack ovemidefor Pure Storage Flashamay endpoints

Management pack

Select destination management pack:
PureStorage FlashAmay_ovemide

| < Previous | | Mext >

In the Add Monitoring Wizard, click Next.
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PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

6. Inthe Endpoint Details screen, enter IP address or fully-qualified domain name (FQDN) of the
FlashArray to be monitored.

Note: In IPv6 environments, if the IP address is used, it must be entered with square brackets.
For example: [2015: 0db8: 85a3: 0042: 1000: 8a2e: 0360: 2037].

Click Create.

Note: An added endpoint appears as Awai ti ng Di scovery until a Run As profile with valid
credentials is associated with the endpoint.

Detail View

Cg¢ Pure Storage Amay properties of 10.231.128.202

Display Hame 10.231.128.202
Full Path Name 10.231.128.202
Endpoint 10.231,128.202

Hame 10.231.128.202 [Awaiting discovery...]
APl Wersion
Role

The profile can either be associated with all targeted objects or a specific array.

Configuring your SCOM Run As Credentials and Profiles

This step creates a SCOM Run As account for each of your FlashArray administrators.

A separate SCOM Run As account is required for each unique Purity username/password combination
used to monitor your FlashArrays.

For example, if you have three FlashArrays monitored in SCOM, and each FlashArray has a pur euser
account with the same password, one SCOM Run As account is used for all three FlashArrays. But if a
fourth FlashArray has a different pur euser password, a separate SCOM Run As account is required
for that FlashArray.

In a separate step, use SCOM profiles to tie your Run As accounts to your FlashArrays.

Configuring your SCOM Run As Account
To create a SCOM Run As Account for your FlashArray administrator:

1. Log in to the SCOM console with Administrator credentials.
Go to Administration > Run As Configuration > Accounts.

2. In the right pane, click the Create Run As Account link.
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Configuration

Configuring your SCOM Run As Credentials and Profiles

Administration < Accounts (5)

|iz3 Channels

Find Now Clear

4 3 Operations Management Sufte
& Connection
't Managed Computers

4 Type: Action Account (1)

& Local System Action Account
4 Type: Windows (4)
% Partner Solutions o Data Report D

A Subseribers L L
2] Subscriptions Name Description

Built in SYSTEM account to be used as an action account

4 & Product Connectors -
- S Local System Windows Account

24 Internal Connectors
_ | Network Service Windows Account

4 Resource Pooks
4 4 Run As Configuration
4 Accounts

L. Profiles
L] UND(Linux Acco
4 (3 Security
2, UserRoles
2. Settings -
Discovery Wizard.
Bl Monitoring
A Authering
i.L'Iz Reporting

' Administration

@ My kaspax

.. Data Report Deployment Account

Built in SYSTEM account

Built in Network service account

The Create Run As Account Wizard opens.

Last Modified

7/27/2017 12:53:02 PM

7/27/2017 1:05:52 PM

T/27/2017 12:52:49 PM
7/27/2017 12:52:49 PM

1712:58:18 PM

> Tasks
ale

Actions -

il Crea% Run As Account..

Depending on your settings, the wizard may open to an Introduction page. If so, read the

information and click Next.

a. Run As account type:
Select W ndows.

b. Display name:

3. Enter the following information in the Create Run As Account Wizard General Properties page:

Enter a meaningful name. This name will be shown in the SCOM console and used by
SCOM administrators to select the appropriate FlashArray administrator credentials.

c. Description:

Enter a description that is meaningful to SCOM administrators.
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Configuration

Configuring your SCOM Run As Credentials and Profiles

S
?ﬁ General Properties

Introduction

| General Properties
Credentials
Distribution Security

Completion

Specify general properties for the Run As account

Select the type of Run As account that you want to create, and then provide a display name
and description.

Run As account type:

|W|r1dows ]

Display name:

|pureuser

Description{optional}:

Run As Account for Pure Storage Management Pack Profile

4. In the Credentials tab, enter the credentials of a FlashArray administrator. SCOM will use these
credentials to connect to the FlashArray and to gather array metrics.
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Page 19



o 0 Configuration
PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

e
?ﬁ Credentials

Intreduction

General Properties Provide account credentials

Credentials
i A B 0 Pravide credentials for this Windows Run As account.
Distribution Secunty

Completion User name:

|[LIFEL.I5EY

Password:

Confirm password:

Domain:

s
fﬁ Distribution Security

Intreduction
Generzal Properties Select a distribution security option
Credentials

The credentials for this Run As account must be distributed to the agent-managed computers
ervers to perform the monitoring operations that are associated with 3 Run

Distribution Security ar management s
1 As profile. Distribution cannot occur until the Run As account is added to 2 Run As profile.

Completion
Select a distnbution security option for this Run As account:

(0 Less secure - | want the credentials to be distributed automatically to all managed
| computers.
/1y, Caution: Administrators of all recipient computers will be able to access the Run As
account credentials.

(®)1 More secure - | want to manually select the computers to which the credentials will be
distributed.

[ <Previous || Med > H_Rsaaae || Ccancel

The More secure option is recommended.
Click Create.

6. On the wizard Completion tab, note the requirement to associate the new Run As account with
an appropriate SCOM Run As profile.
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Configuring your SCOM Run As Credentials and Profiles

=1
S

Tﬁ Run As Account Creation Progress

Intreduction

General Propertiss Wizard completed successfully

Credentizls

Distribution Security ‘You have successiully created this Run As account.

Completion A *fou must now associate this Run As account with an appropriate Run As profile.

You can edit an existing profile or create a new one.

< Previous | | Neat = | | C‘I:T'g | | Cancel
A
Click Close.
7. Confirm that the new Run As account (pur euser in this example) appears in the SCOM
console.
<  Accounts (6)
Administration |~ & Lookfor: Find Now Clear
i Resaurce Pook Mame | Description
. -ﬁ? R T _ 4 Type: Action Account (1)
@ raT— = e Local Systern Action Account Built in SYSTEM account to be used as an action account
. Profiles 4 Type: Windows (5)
@ UNIX/Linux Accounts S5 Data Warehouse Report Deployment ... Data Warehouse Report Deployment Account
4 (5 Security iz Local System Windows Account Built in SYSTEM account
%, UserRoles S Network Service Windows Account Built in Network service account
@ EiTIE ¥| S pureuser Run As Account for Pure Storage Management Pack Profile

Discovery Wizard...

_-__j Monitoring
"/ Authoring

Il Reportng

ﬁﬁ My Warksnace

8. Add the appropriate SCOM management or gateway servers to the new user account.
This step applies only to accounts with the "More secure" distribution option. Skip this step for

(o)

a.

b.

ther accounts.
In the SCOM Administration view, double-click on the account, such as pur euser.

In the Run As Account Properties wizard, click the Distribution tab.

In the "Selected computers" area, click the = Add... putton.

In the Computer Search screen, under the "Available items" section, highlight the appropriate
SCOM server or servers and click Add.

The SCOM server or servers are listed under "Selected objects".
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PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

To add computers, search for available computers and then add them to the selected computers list.

Cption:

|Shuw management servers

Filter by [opticnal):

Ayailable items

Name
ﬁtrn-scum'lZ—B.tlTrtJucal

Selected ohjects
Name
@tm-scnm'lE—E.tmt.lncal

Click OK to exit the Computer Search screen.

e. You are returned to the Run As Account Properties Distribution tab.
Click Apply, then click OK to exit the wizard.

Now the credentials for this FlashArray administrator will be shared with the specified SCOM
Server or servers.

9. Repeat these steps for each distinct FlashArray administrator account you will use with SCOM.
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Configuration

Configuring your SCOM Run As Credentials and Profiles

Configuring your SCOM Run As Profiles

These steps connect your new SCOM Run As accounts to your FlashArray objects, using the
Fl ashArray Adnin Account profile that is created when the Pure Storage Management Pack is

installed.

1. Log in to the SCOM console with Administrator credentials. Go to Administration > Run As
Configuration > Profiles. In the center Profiles pane, click on FlashArray Admin Account.

Profiles - TM-SCOM12:

File Edit View Go Tasks Tools Help
i Jsearcnv . i @ .

Administration < Profiles (33)
2 Network Devices ~ | Q Lookfor: Find
¥ Network Devices Pending Management —
| Name Description

4 = Notifications

|z Channels

& Subscribers

2] Subscriptions

i Operations Management Suite

& Connection
% Managed Computers
A4 Operations Manager Products

Y

Y

Microsoft.SystemCenter.WebAp...

Active Directory Based Agent A...
Agent Health OpsMar Databas...
APM CSM Encryption Profile

Automatic Agent Management ...

Certificate Signing Account
Client Monitoring Action Accou...

Account used by AD base
Account used to access th
The encryption profile use
This account will be used

This Windows account is L
If specified, this account i

s Agents . . .
L - Connected Management Group... This profile determines wi
i Audit Collection Servers . . i
D — Data Warehouse Account If specified, this account i

@ Gateway Servers
a1 Management Servers
&) Operations Consoles
§ Reporting Servers
&) web servers

% Partner Solutions

‘/' Administration
I

*, My Workspace

Ready

: X
e Eralln (v o £ro Fro £ £ £90 £ Fr0 (0 (0 C

Data Warehouse Report Deplo...
Data Warehouse SQL Server Au...
Default Action Account

FlashArray Admin Account

MPUpdate Action Account
Notification Account

WS-Management Action Accou...

This account is used by De
If specified, this login nan
The default Health Service

: Run As profile account for

This account is used by thi
Windows account used by

This account is used for W

o L Bl @onrzes =| % Operational Database Account  This account is used to rez
;J] Izl CDnTemrS 3 Privileged Monitoring Account  This profile is used for mc
&d Resource PD.D i 2. Reporting SDK SQL Server Auth.. If specified, this login nar

4 '@‘.} Run As Configuration 9 R o

2 Reserved This profile is reserved am
2] Accounts S
K Brofie 3 Reserved This profile is reserved ani
/EUle,fLmux Accounts 1. Reserved This profile is reserved ani
4 (5 Security 2. SNMP Monitoring Account This account is used for SI
%, User Roles 3 SNMPv3 Monitoring Account This account is used for 5F
@, Settings 3 System Center Advisor Lync Run... This Runas account is usec
hd 3 System Center Advisor Run As P... Certificate Authentication

Discovery Wizard... 3 System Center Advisor Run As P... Proxy Authentication for £

3_ System Center Advisor SharePoi.. This Runas account is usec
B Monitori 2. UNIX/Linux Action Account This account is used for lo
LT 3 UNIX/Linux Agent Maintenance.. This account is used for pt

" 2 i vi i i
2 Authoring ] UN!X/Llnux Prl\nlegec_i A_ccount This account is used for _a(
3_ Validate Alert Subscription Acc... Account used by the valid
;._1 Reporting : Windows Cluster Action Account This profile is used for all

2. The Run As Profile Wizard opens.
In the Run As Profile Wizard, the following information is filled in automatically:
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Configuration

Configuring your SCOM Run As Credentials and Profiles

- Display name:
FlashArray Admin Account

- Select destination management pack:
PureStorageFlashArray

3. Skip the Description: field.

Click Next.

The Run As Accounts tab opens.

Click the Add... button =7 Add.. . In the Add a Run As Account pop-up, in the Run As account
menu, select the pur euser account. The pur euser account is identified by the display name

you provided previously in the Run As Account wizard.

To apply the Run As Account to all FlashArrays, select All targeted objects.

To instead associate the Run As account to a specific FlashArray:

a. Underthe This Run As account that will be used to manage the

foll owi ng obj ects: section, select A selected class, group, or object:.

2, Run As Profile Wizard

Run As Accounts

I”Q
General Propertie

Add s ccounts

Completion

Select a Run As account to add to this profile. Choose an account that has privileges that are
sufficient to monitor the objects that you specify.

Run As account:

pureuser? W | | New...

This Run As Account will be used to manage the following cbjects:
"1 Al tergeted ohiscts

(@) Aselected class, group, or object:

Edit...

Add a Run As account to this Run As profile. Additional Run As accounts can be added to manage specific classes,
groups, or objects.

%, Remove

| | Cancel

Lz ]

Click Select > Object....

b. In the Object Search page, find the FlashArray to be associated with this Run As account.
The FlashArray object can be found in the Avai | abl e |t ens field as a Pure Storage Array

object.
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PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

@ Run As Profile Wizard X |

-

e Run As Accounts

Introduction

General Froperties Add Run As account

Completion

To add objects, search for the objects and then add them to the selected objects list.
Look for:

|Pure Storage Amay v |
Filter by:

Available items
Name

B°110.231.128 202

5 1 objects | Add |3mr

c. The Add a Run As Account page shows the Run As account and the specific FlashArray that
it will be associated with.

Select a Run As account to add to this profile. Choose an account that has privileges that are
sufficient to monitor the objects that you specify.

Run As account:

pUreLser? v| | Mew...

This Run As Account will be used to manage the following objects:
() Al targeted ohjects
(®) A selected class, group, or object;
[10.231.128.202 || Select.. |

Click OK to exit the pop-up.
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PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

Click SAVE to complete the wizard.

5. This example Run As Accounts page shows two Run As accounts to be used in this profile. The
account named pur euser is used for all FlashArrays. The account named pur euser 2 is used
for a specific FlashArray (10. 231. 128. 202).

T

_I 2

|| General Propertie

Run As Accounts

N Run As Accounts Add Run As accounts

[ Completion

Add a Run As account to this Run As profile. Additional Run As accounts can be added to manage specific classes,
groups, or objects.

Run As accounts: o Add... " Edit... < Remove
Account Name Association  Used For Class Path
B pureuser Class All targeted objects Object
O] pureuser2 Object 10.231.128,202 Pure Storage Array
< Previous | | Nead = | | Save | | Cancel

Click Save.

6. Wait while SCOM discovers the FlashArrays and creates the profile.
On the completion tab, click Close to exit the wizard.
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PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

Verifying your SCOM Run As Credentials

Use the Verify Endpoints link to verify that you can connect to a FlashArray successfully using your Run
As credentials.

To verify your Run As credentials:

1. Log in to the SCOM Monitoring console with Administrator credentials.
In the right panel, under Pure Storage Array Tasks, click Verify Endpoint.

» Tasks
B @
State Actions ~

R Start Maintenance Mode...

[l Personalize view...

Tasks -

. Entity Properties

M Heaith Explorer

Navigation A
| Alert View
Diagram View
*? Event View
24 Performance View
?| State View

[=""

[=® MNetwork Vicinity Dashboard

==

|=™| PureStorage Object State Dashbd

[C§ Verify Endpoint
2. The Run Task - Verify Endpoint screen opens.

a. In the Target section, select the FlashArray (or FlashArrays) on which the credentials will be
verified.

b. In the Task credentials section, select Use the predefined Run As Account.
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PURESTORAGE Configuring your SCOM Run As Credentials and Profiles

@ Help

Run the task on these targets

Target Run Location
[#] £ab6 purestorage com

Task Parameters

Name Value
TimeoutSeconds 60

Task credentials Task description
(@) Use the predefined Run As Account Verify PureArray endpoint used for array
discovery
O Other:

User name :

Password :

Domain:  [TMTEST

Task confirmation
["] Don't prompt when running this task in the future

c. Click Run.

3. The Task Status - Verify Endpoint screen reports success or failure of the connection attempt. A
success example is shown here.
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Configuration

Configuring your SCOM Run As Credentials and Profiles

(& verify Endpoint

@ Help
Thetask completed successfully.
Task Status Task Target
@vgrifv Endpoaint Success fab6.purestorage.com
Task Output |L-‘TaCopmi 3 Copy HTML

Task Description )

Status: Success

Scheduled Time:  10/17/2018 1:58:18 PM
Start Time: 1017/2018 1:58:18 PM
Submitted By: TMTEST\admin

Run As:

Run Location:

Target:

Target Type: Pure Storage Array
Category: Custom
Task Output:

view,

Verify PureArray endpoint used for array discovery

You can close this dialog at any time. Doing so will not interrupt executing tasks. You can check the status of tasks in a task status
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Overriding Rules

Chapter 5. Optional Configuration Steps

*  Overriding Rules
Change what FlashArray data is collected by SCOM and optionally change parameters such as
collection frequency.

«  Removing a FlashArray from SCOM Monitoring
Remove an array from SCOM monitoring.

Overriding Rules

SCOM rules control the content and frequency of data collection from monitored FlashArrays.

Changing a rule involves overriding it, identifying the scope for the change (in terms of which objects
will by affected), and saving the change into a management pack.

Changing the log level and the IgnoreCertificateErrors setting are shown as examples in these steps.
To override a rule:

1. In the SCOM console, go to Authoring > Rules and select the rule to be changed.
In the Look for field, enter Pur e and click Find now.

2. Scroll to find the Pur eSt or age. Fl ashArray. Fl eet. Sync. Rul e entry.
Double click PureStorage.FlashArray.Fleet.Sync.Rule.

3. The PureStorage. Fl ashArray. Fl eet. Sync. Rul e Properti es screen opens.

In the Override tab, click the Override and select For all objects of class: Root Management
Server Emulator.

4. The Overri de Properti es screen opens.
Make the following changes in the Override-controlled parameters table:

a. Inthe IgnoreCertificateErrors row, click the check box in the Override column to select it.
Change the setting in the Override Value column from Fal se to Tr ue.

These changes (when applied) cause FlashArray certificate errors to be reported as alerts.
By default, these are not reported.
b. Inthe LogLevel row, click the check box in the Override column to select it.

c. Change the setting in the Override Value column from its default ("4") to 2.

d. This change (when applied) reduces the number of log entries created by the FlashArray
management pack.

e. Inthe Managenent pack section, select the FlashArray override management pack created
during Adding your Pure Storage FlashArray Endpoints (for example, Pur e St or age
Fl ashArray_overri de).
This example shows overrides for | gnoreCerti fi cat eErrors and LoglLevel :
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PURESTORAGE Removing a FlashArray from SCOM Monitoring

Override Properties

PureStorage. Flashirray Fleet Sync Rule

Cperations

Class: All Management Servers Resource Pool

Owerride-controlled parameters:
Ovemide FParameter Name Parameter Type Default Value Owemde Value Efective Value Change Status Erforced
| Enabled Boolean True True True [Mo change] O
4 lgnoreCertfficatebEr... | Boolean True True [Added] O

1 Interval Seconds Imteger &0 &0 &0 [Mo change] ]
Loglevel Integer 4 2 4 [Added] ]
[0 |TimeoutSeconds Integer 120 120 120 [Ma change] ]

f.  When the override settings are correct, click Apply.
Click OK to close the Override-controlled parameters table.

Click Close to close the pop-up.

Note: Override for discovery frequency can also be created at Authoring > Management Pack
Objects > Object Discoveries. Right click the appropriate object and select Overrides.

Removing a FlashArray from SCOM Monitoring

To stop monitoring a FlashArray:
1. Go to Authoring > Management Pack Templates > Pure Storage Array Discovery.
2. In the middle pane, select the FlashArray, right click, and select Delete.

3. If you are sure, in the Delete Monitoring confirmation pop-up, click Yes.
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Chapter 6. The Pure Storage Dashboard

The Pure Storage Dashboard provides a birds-eye view into the capacity, performance, and alert details
of various FlashArrays that are integrated with SCOM, giving administrators the ability to monitor trends
and troubleshoot any issues with FlashArray resources.

Through the dashboard, administrators can monitor trends and troubleshoot problems with the
FlashArray resources and quickly determine if an issue is isolated to, say, a particular virtual machine,
or one that is more wide-scale across the environment.

To see the Pure Storage dashboard, log in to the SCOM Monitoring console with Administrator
credentials. Select Monitoring > Pure Storage FlashArray > Pure Storage Dashboard.

The Pure Storage Dashboard opens.

Pure Storage Dashboard

Pure Arrays (2) Active Alerts (4) Arrays by Used Space
) » AmayName  Capacity UsedSpace  FreeSpace  Percentage Used

15877 2797 656G 2791 023%

vss-purityvml 351G 064G 2886 18.12%

State  Array Name Severity Source  Maintenance Mode  Name
vss-purity-vm1 4 Severity:
Severit @
& rer7 @ 10148770 27849 Pure Array Alert 67
& 10148770 461862 Pure &
@ 10048770 564111 Pur i
812121 pur

Arrays by IOPS Arrays by Latency
AmayName  Read  Write  Read + Write AmayName  Read  Write

vss-purity-vm1  OK/s  OK/s  OK/s vss-puity-vm1  Oms O ms

1s87-7 hostgrou... |
1587-7 10.1487..
1587-7 10.1487..
1s87-7 hostgrou...

erformance Inst arget
15877 10.1487...

This example displays graphed read and write latency information in the lower part of the SCOM
console, for the FlashArray selected in the Pure Arrays table.

Notes about dashboard data:
+ The Latency, Bandwidth, and IOPS tables display the average data for the past hour.
* The Used Space tables displays current data every time the dashboard is loaded or refreshed.
» The performance graph, when selected, displays data from the past 24 hours.

» Data collections from FlashArrays into SCOM is configurable through SCOM Rules. Whatever
the collection frequency is set to, the FlashArray information displayed in SCOM lags by that
amount of time behind the real-time data displayed in the Purity GUI.
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Pure Storage Dashboard Tables

Pure Storage Dashboard Tables

The following tables of FlashArrays and FlashArray metrics appear in the Pure Storage Dashboard.

Click on any column header to sort the table by that column.

Pure Arrays
Displays FlashArrays that are monitored by SCOM.

Select a FlashArray in this table in order to display its performance graph or to select a task in
the right Task pane.

Active Alerts
Displays all active alerts for monitored FlashArrays.

Click the Severity column header to sort the list by alert severity.

Information in the Active Alerts table:

- Severity: The alert level

* Source: The FlashArray or FlashArray component issuing the alert

* Maintenance Mode: Whether or not the array is in maintenance mode
* Name: The name of the alert

* Resolution State: The current state of the alert

+ Created: Creation date of the alert

+ Age: How old the alert is currently

Arrays by Used Space
Displays FlashArrays' capacity and storage metrics.

The Used Space table displays current data every time the dashboard is loaded or refreshed.
Space metrics are typically shown in gigabytes or terabytes.

Information in the Arrays by Used Space table:
« ArrayName: FlashArray name
- Capacity: The FlashArray's physical storage capacity

+ Used Space: Physical storage space occupied by volume, snapshot, shared space, and
system data

*  Free Space: Unused space available for allocation
- Percentage Used: Used Space divided by Capacity

Arrays by IOPS
Displays the FlashArrays' average 1/Os per second metrics for the last hour.

Information in the Arrays by IOPS table:
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Pure Storage Dashboard Task Pane

ArrayName: FlashArray name
Read: The number of read 1/Os per second, in kilobytes
Write: The number of write 1/Os per second, in kilobytes

Read + Write: The number of read and write 1/Os per second, in kilobytes

* Arrays by Latency
Displays the FlashArrays' average read and write latency metrics for the last hour.

Information in the Arrays by Latency table:

ArrayName: FlashArray name
Read: Read latency, in milliseconds

Write: Write latency, in milliseconds

* Arrays by Bandwidth
Displays the FlashArrays' average read and write metrics for the last hour.

Information in the Arrays by Bandwidth table:

ArrayName: FlashArray name
Read: The number of read 1/0Os per second, in kilobytes
Write: The number of write 1/Os per second, in kilobytes

Read + Write: The number of read and write I/Os per second, in kilobytes

Pure Storage Dashboard Task Pane

The Task pane appears to the right of the Pure Storage Dashboard.

* Tasks

B @

Navigation ~
»| Alert View

= | Diagram View

7| Event View

2 Performance View

#:%| State View

’__11.; Network Vicinity Dashboard

’_“I_ Object 5tate Dashboard
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The Pure Storage Dashboard

To View the Volumes for a Specific FlashArray

Click any of the Task or Navigation links to open that view for the FlashArray that is selected in the Pure
Arrays table.

To View the Volumes for a Specific FlashArray

To view the volumes for a FlashArray:

1.
2.

3. Scroll down the Contained objects table to view the volumes on the selected FlashArray.

In the Pure Storage Dashboard, select the FlashArray in the Pure Arrays table.

Either click the Object State Dashboard link in the Tasks pane on the right, or right-click the
FlashArray in the Pure Arrays table and select Navigation > Object State Dashboard.

The Object State Dashboard opens.

Object State Dashboard

Health (only unhealthy monitors) & Host
T )
State  Monitor name 4 Object  Category & Type  Last State Change

Contained objects (38)

0

lcon  Health  Display Name 4 Class Path
.j @ cinder-fad1.dev.purestorage.com:CT0  PureController  cinder-fadl.dev.purestorage.c *
Object Details @ @  cinderfadldev.purestorage.comCT1  PureController  cinder-fad1.dev.purestorage.c =
a QO croemz PurePort cinder-fad1.dev.purestorage.c—
Display Name cinder-fad1.dev.purestorage.com
& O CTO.ETH3 PurePort cinder-fad1.dev.purestorage.c
kath cinder-fadl.dev.purestorage.com ") O CTO.FCO PurePort cinder-fad1.dev.purestorage.c
Health @Success @ O CTO.FC1 PurePort cinder-fad1.dev.purestorage.c
Object Display Name cinder-fad.dev.purestorage.com @ QO CT1ETHZ PurePort cinder-fad1.dev.purestorage.c
Endpaint cinder-fad. dev.purestorage.com e O cmemz PurePort cinder-fad1.dev.purestorage.c
et S s QO cnro PurePort cinder-fad1.dev.purestorage.c _
< | = m
Alerts

Contained objects (38)
0
lcon Health  Display Name - Class Path
J O volume-1fclb2bd-a%6d-4463-39b7-05228dff2adf-cinder PureVolume cinder-f: *
.} O volume-2071192b-01b7-40%-8c26-437738ba1935-cinder  PureVolume cinder-fe
@ O volume-2d5f2709-6e9b-4d81-a226-a4f5c04b2015-cinder  PureVolume cinder-f:
J O volume-336a7b16-7929-4d13-21bb-c4d69c1dd805-cinder  PureVolume cinder-f:
J O volume-54acdefd-791f-4494-9d9:-388cacbeTe72-cinder PureVolume cinder-fd 7|
@ O volume-67d3T9ce-6e03-45fc-blal-30a49ae21a72-cinder  PureVolume cinder-fz 1
3 Q volume-6fadBabb-06d4-4ebd-aefd-00e8d6ea332d-cinder  PureVolume cinder-fe_
o O volume-777810e9-08cf-4e7d-bea2-abfbdeT843fG-cinder Pureklume cinder-f:
."; O volume-83e0396f-c88c-40c8-baTa-20d057130a2b-cinder PureVolume cinder-fz _
‘ I- = ] | ,
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To View the Volumes for a Specific FlashArray

To instead view all volumes on any FlashArray, go to the Monitoring > PureStorage FlashArray >
FlashArray Objects > Arrays view (see The FlashArray Objects Views).
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To View the Volumes for a Specific FlashArray
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Arrays

Chapter 7. The FlashArray Objects Views

The Monitoring > Pure Storage FlashArray > FlashArray Objects section contains pages with more
details about Arrays, Controllers, Hosts, Ports, and Volumes.

The following views are available: Arrays, Controllers, Hosts, Ports, and Volumes.

Arrays

Monitoring

& 4 Microsoft Windows Server
& '3 Network Monitoring
©» g Operations Management Suite
¢ [a Operations Manager
1 overridemp
4 [.g Pure Storage FlashArray
Active Alerts
Pure Storage Dashboard
4 [ig FlashArray Objects

< Arrays (2)

~ | & Look for: Find Now Clear
State Name Endpoint APl Version  Role
@ Healthy vss-purity-vm1 10.14.227.80 15 ArrayAdmin
£ Critical fs87-7 10.14.87.70 1.13 ArrayAdmin

Arrays

Controllers

Hosts

Ports

Volumes
I g Synthetic Transaction
& 4 UNIX/Linux Computers

> ["A Wah Annlicatinn Trancartinn Mon

The following information is displayed in the Arrays view:

- State:

The highest alert level, if any, active on the FlashArrays

* ArrayName:

The FlashArray name

*  Endpoint:

The FlashArray's IP address or FQDN

* ApiVersion:

The highest Purity REST API version supported on the FlashArray

* Role:

The role associated with the Purity credentials used to connect to the FlashArray
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The FlashArray Objects Views

Controllers

Controllers

Monitoring

> g Microsoft Windows Server

> [ Network Monitoring

> ['4 Operations Management Suite

> ['4 Operations Manager

| overridemp
4 ([ Pure Storage FlashArray
[=] Active Alerts
[E%] Pure Storage Dashboard
4 (L FlashArray Objects
J Arrays

Maode
secondary
primary

< Controllers (3)

~ | & Lookfor: Find Now Clear
State Name Status Model Version
(_@Heal‘chyr 10.14.87.70:CT1 ready FA-m20 5.1.0
@ Healthy 10.14.87.70:CTO ready FA-m20 5.1.0
@ Healthy 10.14.227.80:CTO ready VMware 4612

¥ controllers

_| Hosts
J Ports
ﬂ\mlumes
> [ g Synthetic Transaction
> [ UNIX/Linux Computers

The following information is displayed in the Controllers view:

«  Name:

The controller name

+ Status:

The controller's current status (r eady, not

*  Model:

r eady, etc.)

primary

The FlashArray model number, or VMnar e in the case of a virtual machine (VM)

*  Version:

The version of Purity running on the controller

Mode:

The controller's current mode (primary or secondary)

Note: For virtual machines, one controller is displayed. For actual FlashArrays, two controllers are

displayed.

Hosts

Monitoring

< Hosts (20)

Find Now Clear

> L g Microsoft Windows Server ~ 4 Lookfor:
b La Network Monitoring
> 520 State
g Operations Management Suite
> ['a Operations Manager () Healthy
~| overridemp @Healthy
4 g Pure Storage FlashArray @Healthy
(=] Active Alerts @ Healthy
Pure Storage Dashboard @Healthy
4 (g FlashArray Objects @Healthy
ﬂArrays @Healthy
[ controllers
= () Healthy
i Hosts Health
5] Ports = @ ealthy
ﬂ\m\umes @Healthy
b g Synthetic Transaction @ Healthy
> L UND{/Linux Computers @ Healthy
> |a Web Application Transaction Monitering @ Healthy

Name
init87-7-tmtest-local-host1
3m-ssms-tst1-host
PureSQLSnapTestBLD2
3m-sql16-tmtest-local-host
snap-manager-test

myhost
hfa-win2016-tmtest-local-h...
hfa-win2016-tmtest-local-h...
init87-4-2-tmtest-local-host1
ssms-test

cinder-init5-host1
vss-demaol
PureSQLSnap-bld4

1GN
ign.1991-05.com.microsoftinit87-7
ign.1991-05.com.microsoft:3m-ssms-tst1

ign.1991-05.com.microsoft:3rdman-bld2.dev.pure...

ign.vsstest.com:test1
ign.1991-05.com.microsoft:3m-sql14

ign.1991-05.com.microsofthfa-win2016.tmtest.loc...
ign.1991-05.com.microsofthfa-win2016.tmtestloc...

ign.1991-05.com.microsoftinit87-4-2.tmtestlocal
ign.1991-05.com.microsoftwin-t1fpe31g9cb
ign.1991-05.com.microsoft:cinder-init5
ign.1991-05.com.microsoftama-dev-1

ign.1991-05.com.microsoft:3rdman-bld4.dev.pure...

WWN

2000000E1E:
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Ports

The following information is displayed in the Hosts view:

* Name:
The host name

* IQN:

The iISCSI qualified names (IQNs), if any, that identify the host computer initiators

- WWN:

The Fibre Channel worldwide names (WWNSs), if any, that identify the host computer initiators

*  Hostgroup:

The name of the host group the host belongs to, if any

Ports

Monitoring < Ports (12)

> [ g Microsoft Windows Server ~| & Look for:
» |_g Network Monitoring

> g Operations Management Suite Name

> |3 Operations Manager CT1.FCO

7 overridemp CTO.FC3
4 g Pure Storage FlashArray CTO.ETHO
|| Active Alerts CT1.ETH3

[E%] Pure Storage Dashboard CTO.FCT

4 (L3 FlashArray Objects CTO.FC1

] Arrays CT0FC2
Eig’s‘g””m CTOETH3

| ports =|| CT.FC1

2] volumes CT0.FCO

> |_g Synthetic Transaction CTOFCO
> s UNIX/Linux Computers CTO.ETHO

| Find Now Clear
ION

ign.2010-06.com.purestorage:flasharray.6e41ca189f98d697
iqn.2010-06.com.purestorage:flasharray.63f3cecbealaa2bb

iqn.2010-06.com.purestorage:flasharray.63f3cecbealaa2bb

iqn.2010-06.com.purestorage:flasharray.63f3cecbealaa2bb

The following information is displayed in the Ports view:

*  Name:
The port name

*  IQN:

The IQNSs, if any, that communicate on this port

- WWN:

The WWNSs, if any, that communicate on this port

*  Portal:

WWN
524A9378A43FTF10
5001500150015091

5001500150015081
524A9378A43FTFO1
5001500150015090

524A9378A43FTF11
524A9378A43FTFO0
5001500150015080

Portal

10.14.227.80:3260

192.168.87.71:32...

192.168.87.70:32...

10.14.87.70:3260

The IP address and port number of a controller's Ethernet interface
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Volumes

Volumes

Select a volume in the center Volumes pane to have its details displayed in the lower Detail View.

Monitoring

> | g Microsoft Windows Server
> [ 4 Network Monitoring
> [[4 Operations Management Suite
> [ Operations Manager
| overridemp
4 (L3 Pure Storage FlashArray
j Active Alerts
[5%] Pure Storage Dashboard
4 | g FlashArray Objects
J Arrays
J Controllers
8] Hosts

Ports

~ | &, Lookfor: |

VMolumes

>[4 Synthetic Transaction
> [ UNIX/Linux Computers

The following information is displayed in the Volumes view:

¢ Name:

<  Volumes (155)

State
()Not monitored
() Not monitored
() Not monitored
(O)Not monitored
() Not monitored
() Not monitored
() Not monitored
() Not monitored
= () Not monitored
() Not monitored
() Not monitored
(O)Not monitored

The volume name

« Serial:

Mame

vol1212
3m-sgl16-tmtest-local-vol002836
VSS-F164D56ECI00C2B0000127...
@offloadnfs_boot
VSS-F164D56ECI00C2B0000127...
VSS-F164D56ECI00C2B0000122...
VSS-F164D56ECI00C2B0000126...
VSS-F164D56ECI00C2B000012B...
vol918
VSS-F164D56ECI00C2B0000127...
VSS-F164D56ECI00C2B0000129...
VSS-F164D56ECI00C2B000012A...

The serial number for the volume

+ Size (MB):

The volume's size, in megabytes

‘ Find Now Clear

Serial
3BO5SF2E3B&1F4E02000114AB
3BO5F2E3B81F4E02000114B8
F164D56EC900C2B000012713
3BO5F2E3B81F4E02000113F9
F164D56EC900C2B0000127B5
F164D56EC900C2B0000122E5
F164D56ECI00C2B0000126D7
F164D56EC900C2B000012B61
3BO5F2E3B81F4E02000114BB
F164D56EC900C2B000012770
F164D56EC900C2B00001299F
F164D56EC900C2B000012A20

Size(MB)
7168
1024
250
65536
5120
250
250
5120
10240
250
5120
250
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Chapter 8. The Object State Dashboard

The Object State Dashboard displays details for a specific FlashArray.

Object State Dashboard

Health (only unhealthy monitors) o] Host

I yol
State  Monitorname 4  Object Category #4 Type  Last State Change

Contained objects (38)

0
lcon Heslth  Display Name 4 Class Path
@ @  cinderfadldev.purestorage.comCT0  PureController cinder-fad.dev.purestorage.c *
Object Details @ @  cinder-fadldev.purestorage.com:CT1  PureController  cinder-fadl.dev.purestorage.d =
) O CTO.ETH2 PurePort cinder-fad1.dev.purestorage.c—
Display Name cinder-fad1.dev.purestorage.com
2 O CTO.ETH2 PurePort cinder-fad1.dev.purestorage.c
Path cinder-fadl.dev.purestorage.com Q O CTO.FCO PurePort cinder-fad1.dev.purestorage.c
Health (Dsuccess e Q coFa PurePort cinder-fad1.dev.purestorage.c
Obiject Display Name cinder-fad1.dev.purestorage.com e O menz PurePort cinder-fad1.dev.purestorage.c
Endpaint dinder-fad.dev.purestorage.com 3 QO  cTiEH3 PurePort cinder-fad1.dev.purestorage.c
P i ) O CT1.FCO PurePort cinder-fadl.dev.purestorage.c _
< n | »
Alerts
o

The Heal th (only unheal t hy nonitors) table is empty when the FlashArray is in a healthy
state.

The Cont ai ned Obj ect s table shows the FlashArray's controllers, ports, hosts, and volumes.

To open the Object State Dashboard:
1. In the Pure Storage Dashboard, select the FlashArray in the Pure Arrays table.

2. Either click the Object State Dashboard link in the Tasks pane on the right, or right-click the
FlashArray in the Pure Arrays table and select Navigation > Object State Dashboard.

The Object State Dashboard opens.
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Chapter 9. Health Monitoring

Dashboard Summary

A summary of the health of monitored FlashArrays is displayed in the Pure Arrays table in the Pure
Storage Dashboard.

Pure Storage Dashboard

Pure Arrays (2) o

State  Array Name
@ vss-purity-vm’

& 877

The State column shows the highest alert level for each FlashArray.
*  CRITICAL (red): Urgent messages that require immediate attention.

*  WARNING (yellow): Important messages that warn of an impending error if action is not taken.

The Health Explorer

The Health Explorer shows more detailed information about a FlashArray with health issues.

Monitoring < Arrays (2)
- [4 Operations Manager ~| & Lookfor: ‘ ‘ Find Now Clear
[ overridemp _ -
4 3 Pure Storage FlashArray State Name Endpoint APl Version  Role
Active Alerts (¥) Healthy vss-purity-vm?1 10.14.227.80 15 ArrayAdmin
Pure Storage Dashboard @w Critical fs87-7 10.14.87.70 113 ArrayAdmin

4 (g FlashArray Objects
Arrays
Controllers

Hosts
Ports
Volumes
i [ Synthetic Transaction
& & UNIX/Linux Computers
i [a Web Application Transaction Monitoring

i 4 Windows Service And Process Monitoring o

Alerts propagate up from the most granular to higher levels. The last alert listed in this example is a
PureStorage FlashArray Controller Health Monitor alert, indicating a problem with the controller's status
or connectivity.

To open the Health Explorer:
1. In the Pure Storage Dashboard Pure Arrays table, select the FlashArray.
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2. Either click the Health Explorer link in the Tasks pane,
Arrays table and select Health Explorer.

PureFleet Dashboard

or right-click the FlashArray in the Pure

PureArrays (4) )
p

State  ArrayMame

O oy =
@ cind Entity Properties E
& gog 8 | Heplth Explorer
] Mawvigation 9

Refresh
Arrays by i

FlashArray Objects Views

The FlashArray Objects Arrays and Controllers views also show array and controller health.

The Arrays view shows the health status for each array.

Monitoring < Arrays (2)

> 4 Microsoft Windows Server ~
> L4 Network Monitoring
> ['4 Operations Management Suite
> |4 Operations Manager
| overridemp
4 (5 Pure Storage Flasharray
[&] Active Alerts
[E%] pure Storage Dashboard
4 g FlashArray Objects
£ Arrays
%] Controllers
_] Hosts
[ Ports
] Volumes
> L4 Synthetic Transaction
> [ UNIX/Linux Computers
» A Weh Annliratinn Trancartinn Mon

4, Look for: Clear

State

() Healthy
4 Critical

| Find Now

Name
vss-purity-vm1
fs87-7

Endpoint

The Controllers view shows the Status of each controller.

Monitering < Controllers (3)

> [a Microsoft Windows Server
> 4 Network Monitoring
> 4 Operations Management Suite
> L4 Operations Manager
1 overridemp
4 (g Pure Storage FlashArray
L] Active Alerts
[58] pure Storage Dashboard
4 g Flasharray Objects
[EEE] Arrays
Controllers,
=:i| Hosts
_] Ports
2] volumes
>[4 Synthetic Transaction
> Lg UNI/Linue Computers

~

%, Look for: ‘

State ~ Name

10.14.87.70:CT1

(@) Healthy 10.14.87.70:CTO
(¥) Healthy 10.14.227.80:CTO

| Find
Model

Status
ready
ready

ready VMwa

10.14.227.80
10.14.87.70

FA-m20
FA-m20

API Version
1.5
1.13

Role
ArrayAdmin
ArrayAdmin

Now Clear

Mode
secondary
primary
primary

Version
510
510

re 4.6.12
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To open the FlashArray Objects Arrays or Controllers view:
1. In the SCOM console, go to Monitoring > PureStorage FlashArray > FlashArray Objects.

2. Then select Arrays or Controllers.
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Chapter 10. Performance Monitoring

A summary of FlashArray IOPS, latency, and bandwidth information is shown in the Pure Storage
Dashboard (go to Monitoring > Pure Storage FlashArray > Pure Storage Dashboard).

Pure Storage Dashboard 3
Pure Arrays (2) Active Alerts (4) Arrays by Used Space
o o AmayName  Capacity ~ Used Space  Free Space  Percentage Used
s87-7 2797 656G 2797 023%
State  Array Name Severity Source  Maintenance Mode  Name
@  vss-puriy-vmi . iy @ @ vss-purity-vm1 351G 064G 288G 18.12%
& 1877 @ 10148770 27849 Pure Array Alert 67
& 10148770 461862 Pure Array Alert 67
@ 10148770 564111 Pure Array Alert 67
@ 10.14.87.70 812121 Pure Array Alert 67
i , <[ i
Arrays by IOPS Arrays by Latency Arrays by Bandwidth
ArmrayName Read  Write  Read + Write ArrayName Read  Write ArrayName Read  Write  Total
s87-7 O0K/s  OK/s  OK/s 1s87-7 Oms Oms s87-7 0KB/s OKB/s OKB/s
vss-purity-vm1  0K/s  0K/s  OK/s vss-purity-vm1  O0ms  Oms vss-purity-vm1  0KB/s OKB/s OKB/s

) , 1Al /\ |
Show  Color Performance Instance A Target
4 L} 5877 10.1487.. *
2 1$87-7 hostgrou.
2 - 187-7 10.1487....
4 i 1877 10.1487.,
2 @R Total Bandwidth 1587-7 hostgrou...

In the lower part of the SCOM console, you can graph selected performance metrics for the FlashArray
selected in the Pure Arrays table.

The performance graph displays data from the past 24 hours.
1. In the Pure Storage Dashboard Pure Arrays table, select the FlashArray.

2. In the Show column at the bottom of the console, select the check boxes for the metrics you
want to graph.

The following metrics can be graphed:

* Reads per second

*  Writes per second

- Total IOPS (read and write combined)
*  Write latency

* Read latency

* Read bandwidth

*  Write bandwidth
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» Total bandwidth
+ Capacity
» Used Space

The performance graph is not shown until both a FlashArray is selected in the Pure Arrays table and at
least one metric is selected at the bottom of the console.

For a larger graph, open the Performance View:

1. Go to Monitoring > Pure Storage FlashArray > FlashArray Objects or FlashArray Objects >
Arrays.

2. Select the array of interest. Right click and select Open > Performance View.

3. Inthe Legends area (lower section of the page), select the performance metrics to be displayed.
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Chapter 11. Capacity Monitoring

The Pure Storage dashboard provides a birds-eye view into the capacity metrics of monitored
FlashArrays.

Arrays by Used Space

ArrayName Capacity  Used Space Free Space Percentage L
VI -XWang 0G 0G 0G 0%
vm-mudassir-latifl - 349G 0G 349G 0%
vm-mudassir-latif2 3.5 G 0G 3506 0%
cinder-fad1 B637T 90857 G 361302 G 13.93%
VIT-Wwu 0G 0G 0G 0%

‘| " | 3

The Arrays by Used Space graph displays the following capacity metrics:
+ ArrayName: FlashArray name
- Capacity: The FlashArray's physical storage capacity

+ Used Space: Physical storage space occupied by volume, snapshot, shared space, and system
data

*  Free Space: Unused space available for allocation

- Percentage Used: Used Space divided by Capacity

Double click on a FlashArray in order to open details for that array.
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Chapter 12. Alerts

Alerts help identify problem areas in the SCOM operations environment.

The Pure Storage FlashArray management pack includes preconfigured alerts, many of which are
closely mapped to the alerts generated through the Purity array. SCOM leverages these alerts to
analyze the all monitored FlashArray objects and to generate health alerts for problems areas.

Critical alerts mainly focus on FlashArray problems and require immediate attention.

Warning alerts mainly focus on capacity. For example, a warning alert is generated when SCOM
detects that storage consumption has reached a high percentage of usable capacity.

Alerts are further organized by criticality levels which indicate the current operational state of each
object and whether any problems must be addressed.

Alert criticality is quickly identifiable based on badge color and is divided into the following levels:
*  CRITICAL (red): Urgent messages that require immediate attention.
+ WARNING (yellow): Important messages that warn of an impending error if action is not taken.

+ INFO (no badge color): Informational messages that are generated due to a change in state.
INFO messages can be used for reporting and analysis purposes. No action is required.

Alerts Views and Information

FlashArray-related alerts can be seen in the following views:
* Monitoring > Pure Storage FlashArray > Pure Storage Dashboard
* Monitoring > Pure Storage FlashArray > Active Alerts

* Monitoring > Active Alerts

The following is an example of the Monitoring > Pure Storage FlashArray > Active Alerts view:
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o PURESTORAGE Open Alerts Details

Active Alerts - TM-SCOM12-1 - Operations Manager
File Edit View Go Tasks Tools Help
. seorcn™ . {Ovemges™ . | % scope @ .
Monitoring < Active Alerts (4)
4 [E Monitoring
[&] Active Alerts = =
] Discovered Inventory 2 lcon  Path Source @ Name Resolution ... Created Age
] Distributed Applications 4 _Severity: Critical (4)
(&) Maintenance Schedules
3 Task Status
£ UNIX/Linux Computers
%] Windows Computers
» 4, Agentless Exception Monitoring

A Q Lookfor | Find Now  Clear

1} 10.1487.70 27849 Pure Array Alert 67 at 07/01/2018 03:20:53 from New 11/15/2018 2:45:06 ... 2 Minutes.
10.14.87.70 564111 Pure Array Alert 67 at 09/11/2018 13:18:31 from.. New 11/15/2018 2:45:06 .. 1 Minute
10.14.87.70 461862 Pure Array Alert 67 at 09/06/2018 10:07:25 from... New 11/15/2018 2:45:06 ... 1 Minute
10.14.87.70 812121 Pure Array Alert 67 at 09/16/2018 17:22:32 from.. New 11/15/2018 2:45:06 .. 1 Minute

> [4 Application Monitoring
> 4 Data Warehouse
> L4 Microsoft Audit Collection Services
> L4 Microsoft Windows Client
» 4 Microsoft Windows Server
> 4 Network Monitoring
> 4 Operations Management Suite
> 4 Operations Manager
| overridemp
4 (3 Pure Storage Flasharray
| Active Alerts
[Z8] pure Storage Dashboard
4 (3 Flasharray Objects
] Arrays
£ controllers
£ Hosts v

Show or Hide Views...
New View »
Alert Details
B Monitoring

y ‘é‘ 27849 Pure Array Alert 67 at 07/01/2018 03:20:53 from REST API
A Authoring

Source T 10148770
10145770

{= Reporting

_ Administration

@ My Workspace

Ready

Information listed in alerts views includes:
* Path:
The FlashArray or FlashArray component that issued the alert

* Source:

The FlashArray IP address or FQDN
*  Wrench Icon:

Whether the object is in maintenance mode or not (currently not supported)
*  Name:

Name of the alert

* Resolution State:
Current state of the alert

* Created:
Creation date of the alert
+ Age:
How old the alert is currently

Open Alerts Details

A summary of an alert's details is available in the Monitoring > Pure Storage FlashArray > Active
Alerts view. Complete information for critical alerts, including possible impact and troubleshooting tips,
is available in Pure1 Knowledge http://support.purestorage.com [http://support.purestorage.com].
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o PURESTORAGE Open Alerts Details

To view the summary for an alert:

1. In the Monitoring > Pure Storage FlashArray > Active Alerts view, click on the alert to
highlight it.

2. View the alert information in the Alert Details section (toward the bottom of the page).
To open the Pure Storage knowledge base article for an alert:

1. In the Monitoring > Pure Storage FlashArray > Active Alerts view, double click on the critical

alert.
The Alert Properties pop-up opens:
agl Alert Properties -

General | Product Knowledge | Company Knowledge | History | Alert Context | Custom Fields |

Alert 4 - Controller Failure
Alert Properties
Property Description

Knowledge Base URL | https://support.purestorage.com/?cid=Alert 0004

Severity Critical
CA Routing Rule MullRoutingRule - If has the tag "puresetup”
MNullRoutingRule - If has the tag "maintenance”

MullRoutingRule - If has the tag "hardware_upgrade”

SalesforceRoutingRule - Default Routing Rule

Triggers . .
99 Two controllers with primary status

Two controllers with secondary status

A secondary controller with a status other than ‘ready’

2. Go to the Knowledge tab and double click on the Knowledge Base URL, or copy the URL to a
browser. The alerts page describes the impact of the issue as well as troubleshooting tips.
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Appendix A. Resources

Pure Storage Documentation

The Purity documentation resources are available in Pure1 Knowledge at Pure1 Knowledge [http://
support.purestorage.com]

At the time of this writing, documentation for the Pure Storage SCOM Management
Pack is available under System Center Operations Manager (SCOM) [https://
support.purestorage.com/Solutions/Microsoft_Platform_Guide/System_Center_Suite/
aaaaa_System_Center_Operations_Manager_(SCOM)].

At the time of this writing, the FlashArray User Guides are available under Purity FlashArray User
Guide [https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_ Guide].

Links are subject to change without notice.

Documentation Feedback

We welcome your feedback about Pure Storage documentation and encourage you to send your
questions and comments to <Docunent Feedback @ur est or age. cont. We would love to hear from
you.

Confidential and Proprietary. Subject to NDA and End User Agreement. Page 57


http://support.purestorage.com
http://support.purestorage.com
http://support.purestorage.com
https://support.purestorage.com/Solutions/Microsoft_Platform_Guide/System_Center_Suite/aaaaa_System_Center_Operations_Manager_(SCOM)
https://support.purestorage.com/Solutions/Microsoft_Platform_Guide/System_Center_Suite/aaaaa_System_Center_Operations_Manager_(SCOM)
https://support.purestorage.com/Solutions/Microsoft_Platform_Guide/System_Center_Suite/aaaaa_System_Center_Operations_Manager_(SCOM)
https://support.purestorage.com/Solutions/Microsoft_Platform_Guide/System_Center_Suite/aaaaa_System_Center_Operations_Manager_(SCOM)
https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide
https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide
https://support.purestorage.com/FlashArray/PurityOE/FlashArray_User_Guide

O puresTORAGE Resources

Documentation Feedback

Confidential and Proprietary. Subject to NDA and End User Agreement. Page 58



o PURESTORAGE’ Legal Information

End-User License Agreement

Appendix B. Legal Information

End-User License Agreement

End User License Agreement [http://www.purestorage.com/content/dam/purestorage/pdf/legal/pure-
plugin-end-user-license-agmt-sept-18-2017.pdf]

Notices

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying and recording, or stored in a database or retrieval system for any
purpose without the express written permission of Pure Storage, Inc.

Pure Storage, Inc., reserves the right to make changes to this document at any time without notice and
assumes no responsibility for its use. This document contains the most current information available at
the time of publication. When new or revised information becomes available, this entire document will
be updated and distributed to all registered users

Trademarks

Pure Storage, the Pure Storage Logo, FlashArray, and other Pure trademarks are the property of Pure
Storage, Inc.

Microsoft, Windows Server, Windows, the Windows logo, Active Directory, Microsoft Orchestrator,
Microsoft System Center Operations Manager (SCOM), SCVMM, and SCO are trademarks or
registered trademarks of Microsoft Corporation in the United States, other countries, or both.

Other trademarks are the property of their respective owners.

Copyright
Copyright © 2018 Pure Storage, Inc. All rights reserved.
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© 2018 Pure Storage, Inc. All nghts reserved. Pure Storage, Purel, and the Pure Storage logo are trademarks or registered
trademarks of Pure Storage, Inc. In the LS. and other countries. Other company, product, or service names may be trademarks or
service marks of thelr respective owners.

The Pure Storage products described In this documentation are distributed under a license agreement restricting the use, copying,
distribution, and decompilation/reverse engineering of the products. The Pure Storage products described in this documentation
may only be used In accordance with the terms of the license agreement. No part of this documentation may be reproduced In amy
form by amy means without prior written authorzation from Pure Storage, Inc. and Its licensors, If any. Pure Storage may make
Improvements and/or changes In the Pure Storage products and/or the programs described In this documentation at any time
without notice.

THIS DOCUMENTATION IS PROVIDED "AS IS™ AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NONINFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.
PURE STORAGE SHALL NOT BE LIABLE FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES IN CONNECTION WITH THE
FURNISHING, PERFORMANCE, OR USE OF THIS DOCUMENTATION. THE INFORMATION CONTAINED IN THIS DOCUMENTATION
IS SUBJECT TO CHANGE WITHOUT NOTICE.
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Mountain View, CA 94041
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